WBSCM Internet Explorer Browser Settings

The following recommended Internet Explorer browser settings are equally applicable to Internet
Explorer versions 10 and 11:

e Set |IE Compatibility View settings to include “usda.gov” web sites

e Set Internet options Security settings for Trusted sites to include “*.usda.gov”

e Configure IE Internet options advanced settings to enable TLS 1.0, TLS 1.1 and TLS 1.2
e Set zoom level to 100% (if not the default)

Internet Explorer version 11

e Set IE Compatibility View settings to include “usda.gov” web sites
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e Set Internet options Security settings for Trusted sites to include “*.usda.gov”:
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e Configure IE Internet options advanced settings to enable TLS 1.0, TLS 1.1 and TLS 1.2
By default IE11 should have TLS 1.0, 1.1, and 1.2 selected.
e Do not select SSL 2.0 or SSL 3.0 and make sure they are deselected.
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General | security | Privacy | Content | Connections | Programs | Advanced |

Settings
Enable Integrated Windows Authentication™ - |
[¥] Enable native XMLHTTP support

| Enable SmartScreen Fiter

[7] Enable Strict P3P Validation®

Send Do Not Track requests to sites you visit in Internet €
[7] usessL 2.0

] usessL 3.0

Usa TLS 1.0

[¥] useis 1.1

[ usems 1.2

Wam about certificate address mismatch™

7] warn if changing between secure and not secure mode JEI
Warn if POST submittal is redrected to a zone that does
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*Takes effect after you restart your computer

| Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default | ., |
condition. \ .

You should only use this if your browser is in an unusable state,

0 Some gattings are managed by your system admiristrater,
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e Setzoom level to 100% (if not the default)
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Internet Explorer version 10

e Set |IE Compatibility View settings to include “usda.gov” web sites
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e Configure IE Internet options advanced settings to enable TLS 1.0, TLS 1.1 and TLS 1.2. By default
IE10 should have TLS 1.0 selected.
De-select SSL 2.0 and SSL 3.0.
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e Set zoom level to 100% (if not the default)
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